U.S. Chamber of Commerce

September 9, 2022

His Excellency Pham Minh Chinh

Prime Minister

Socialist Republic of Vietnam

No. 1 Hoang Hoa Tham Street, Ba Dinh District, Hanoi

RE: Decree No. 53/2022/ND-CP detailing the implementation of a number of
articles of the Law on Cybersecurity (LOCS)

Your Excellency:

On behalf of the membership of our business associations, we offer our warmest greetings and
thank you for your commitment to improve business conditions and promote economic and
social development in Vietnam.

Our members share your goal of developing a vibrant and competitive digital economy, and we
appreciate working with you in that effort. For several years, many foreign investors and
business groups in Vietnam have engaged relevant authorities on the Law on Cybersecurity
(LOCS). During this time, we have raised concerns that certain aspects of the LOCS will
negatively affect company operations in Vietham and dampen Vietnam’s overall investment
environment. In this regard, we ask for your consideration of the following concerns on the
requirements imposed by Decree No. 53/2022/ND-CP detailing the implementation of a
number of articles in the LOCS — particularly on data localization.

The Decree requires “foreign” and “domestic” enterprises — presumably those that are online
service providers providing the services listed in Article 26.3 of the LOCS — to store user data
within Vietnam’s territory and establish a branch or representative office in Vietham, upon a
direction pursuant to Article 26.3.a of the LOCS. These obligations are a significant burden on
affected enterprises and may have considerable impact on the investment and business
climate in Vietnam. This is especially so given that the wording of certain Articles/Clauses
within Decree 53 is ambiguous and creates uncertainty as to what compliance actions are
necessary. At the present time, affected enterprises are unable to accurately assess the cost
and effort of doing business in Vietnam. We respectfully request that the Government provide
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more detailed guidance on the interpretation of the LOCS and Decree 53, particularly in respect
of the following areas.

Scope of Application of the Data Localization Requirements

Article 26.3 of LOCS states that only “domestic and foreign companies, which provide
services on telecom networks and on the Internet and other value-added services in
cyberspace in Vietnam having the activities of collecting, exploiting, analyzing and
processing personal data, data about the relations between the users of the services,
and data created by the users in Vietnam” shall store these data in Vietnam within the
time provided by the government. However, Article 26.2 of Decree 53 could be
interpreted that all domestic companies must store the data in Vietnam, creating an
inconsistency with the above provision of the LOCS. We respectfully request
clarification on who is subject of this requirement to ensure the consistency between
the law and its implementing decree.

We recommend that the scope of Article 26.2 of Decree 53 be clarified in accordance
with Article 26.3 of LOCS and Article 26.3 of Decree 53 to avoid inconsistency between
regulations and discrimination between domestic and foreign companies, respectively.
Specifically, only the domestic companies, which are stipulated in Article 26.3 of LOCS
and fail to cooperate with the public security authorities in relation to breaches
pursuant to LOCS be subject to data localization requirements. Such an approach would
be consistent with the way in which “foreign enterprise” requirements were identified
and applied under Article 26.3 of Decree 53.

The Enterprise Law does not provide a definition of “domestic enterprises”, but rather
defines “Vietnamese enterprises” (Article 2.12). Decree 53 defines “domestic
enterprises” similarly as “Vietnamese enterprises”, raising a question on whether a
foreign invested companies or branches of foreign companies registered in Vietnam
could be interpreted as a “domestic enterprise”. Our organizations would appreciate a
confirmation that foreign invested enterprises registered in Vietnam are not covered
under Article 26.2 of Decree 53.

Article 26.2 of Decree 53 stipulates, “domestic enterprises shall store the data specified
in clause 1 of this Article in Vietnam.” It is, however, currently unclear whether
domestic enterprises are expected to store: (a) a copy of the data locally; or (b) the
required data can only be stored in Vietham. We recommend that the data localization
requirement be clarified as “an electronic copy of the required data should be stored in
Vietnam.” This would enable “domestic enterprises” to be able to house copies of data
both locally and outside of Vietnam, with minimal disruptions to their day-to-day
business.
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Vi.

Vii.

Article 26.3 requires that foreign companies having operations in certain industries shall
locate data in Vietnam and establish representative offices or branches in Vietnam.
Please clarify whether the foreign companies - which have already had other forms of
presence or establishment in Vietnam such as a foreign invested companies or business
partnerships with a Viethamese company - are still required to establish the
representative offices or branches in Vietnam under this Article.

Many foreign companies providing services to their customers in Vietnam store
customer related data overseas or use cloud services to store the data. The decision to
locate data or establish presence in Vietnam would depend on their size of operation in
the country. In this regard, we recommend that the Government consider the size of
the company and the scale of its operations within Vietnam when it demands
compliance on data storage and establishment of a branch or representative office.

Article 27 of Decree 53 requires that the covered data shall be stored for at least 24
months from the date of receiving the request for the storage. This requirement may
put citizens’ privacy, security, and welfare at risk. There is a heightened risk of the
occurrence of personal data breaches and the unauthorized processing of personal
data. Therefore, a process of consultation with the relevant stakeholder and the data
subjects shall be in place to make sure the compliance with this decree will not violate
the right to privacy and avoid any personal data breaches and unauthorized processing
of personal data.

We recommend reducing the 24-month suggested minimum period to avoid raising the
risk of the occurrence of personal data breaches and unauthorized processing of
personal data.

There are various forms of data storage, such as: cloud storage with no sync; cloud
storage with timely sync; cloud storage + backup (DR) in Vietnam; and data center
(physical server in Vietnam). We seek clarification on (i) which form of data needs to be
stored in Vietnam; (ii) whether it is possible to replicate data in Vietnam to comply with
this storage requirement; and (iii) the applicable retention period for local enterprises.

Duration of Data Storage Requirement

Article 27 provides that the duration of the local storage of the data shall start from the
date of receiving the request for data localization. We request clarification on whether
the data localization is automatically applicable to the covered domestic and foreign
enterprises on the effective date of Decree 53, or whether it is only applicable when the
enterprises receive the request to store data from the competent authorities. In either
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scenario, we also request clarification on whether the provision is applicable to both
domestic and foreign companies.

ii.  There are other potential conflicts in regulations that create significant compliance
uncertainty for companies and therefore require further clarification. For example, the
minimum retention period for user data set out by Decree 53, is 24 months. However,
according to regulations of the Law on Network Information Security (LNIS), the owner
of personal information has the right to request the deletion of their personal data by
the data processor. We seek guidance as to (i) how conflicts between the LNIS and the
LOCS/Decree 53 should be resolved; and (ii) whether it will be necessary to obtain any
additional approval from the authorized state agencies before complying with a user’s
lawful request to delete his/her data.

Process of Invoking Requirements for Data Localization and Local Representation

Article 26.3 provides the conditions under which a foreign enterprise can be instructed to
localize data and establish a branch or representative office in Vietnam. We request further
clarification on the conditions to determine when a foreign enterprise can be deemed to have
“failed to comply, incompletely complied, or prevented, obstructed, disabled, or invalidated
the effect of cybersecurity protection measures”, and a process for adjudicating the same.

A gradual phase-in for compliance and clarity on implementation details is required
for businesses to successfully plan and implement the requirements

We recommend a compliance timeline of 24 months in line with similar regulations in the
region. Businesses need adequate time to plan and execute compliance processes associated
with the Decree’s requirements such as: (i) Technical requirements: Re-build and/or adjust
internal technical systems to filter and store requested data; (ii) Operational requirements:
Build standards, determine security measures, ensure data accuracy and integrity, and ensure
data protection; and (iii) Financial requirements: Investment in local infrastructure, operational
costs, other financial planning.

Conclusion

Our organizations are leading voices on digital economy policy, and we place great importance
on engagement with the government. We respectfully request written responses or an official
dialogue between the government competent authority and the private sector to discuss the
issues raised in this letter. We believe that a robust dialogue helps lead to optimal public policy
outcomes and are committed to working with Vietnam to support sound policy frameworks
that promote data protection, support economic growth, and foster innovation.
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We appreciate the opportunity to work with you on the government's goal of developing a
vibrant and competitive digital economy in Vietnam. Thank you in advance for your
consideration of our requests and recommendations.

Respectfully Yours,

%ﬂ/f /,C/H % , 4
77 i

John Goyer Adam R. Sitkoff < Jeff Paine

Executive Director, SE Asia Executive Director Managing Director
U.S. Chamber of Commerce AmCham Hanoi Asia Internet Coalition
cc: H.E. General T6 Lam, Minister of Public Security

H.E. Nguyén Manh Hung, Minister of Information and Communications
H.E. Nguyen Quoc Dung, Ambassador of Vietnam to the United States
HON Marc E. Knapper, Ambassador of the United States to Vietnam
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U.S. Chamber of Commerce

Ngay 9 thdng 9 nam 2022

Kinh gtri: Ngai Pham Minh Chinh
Thi twdng Nudc Cong hoa X3 hdi Chd nghia Viét Nam
S8 1 Hoang Hoa Tham, Quan Ba Pinh, Ha Noi

Vé viéc: Nghi dinh s6 53/2022/ND-CP quy dinh chi tiét vé viéc thi hanh mot
s6 diéu luat cta Luat An ninh mang

Kinh thua Ngai,

Thay mét cac thanh vién cGa hiép hdi doanh nghiép, ching tdi xin giri t&i Ngai loi chao tran trong
cung 16 cdm on sau sac vi cac cam két trong nd lye cai thién diéu kién kinh doanh nhdm cling cé
khu viee kinh t& tw nhan va thic day phat trién nén kinh té&, x3 hoi tai Viét Nam.

Chung t6i bay to sy tran trong ddi vdi co hdi dugc cung Ngai hién thuc hda muc tiéu tao ra mét
nén kinh té& k{ thuat s6 phat trién va canh tranh. Pay ciing 1a muc tiéu chung dwoc chia sé bdi
cac thanh vién cda ching téi. Nhirng ndm vira qua, nhiéu nha dau tu va doanh nghiép nwdc ngoai
tai Viét Nam d3 lam viéc cung cac nha chire trach cé thdm quyén vé van dé Luat An ninh mang.
Trong khodng thoi gian d6, ching tdi d3 bay té quan ngai vé viéc mot s6 khia canh cta Luat An
ninh mang cé kha nang anh huéng tiéu cuc dén hoat dong kinh doanh cac doanh nghiép tai Viét
Nam ciing nhu mdi trudng dau tu chung clia quéc gia. Do d8, ching t6i ki€én nghi Ngai can nhac
nhirng yéu cau do Nghi dinh s6 53/2022/ND-CP quy dinh chi tiét thi hanh mot s diéu trong Luat
An ninh mang - d3c biét 13 vé van dé ban dia héa dit liéu.

Theo Nghi dinh, cac doanh nghiép "nudc ngoai" va "trong nudc" phai luu trir dit liéu ngudi dung
tai I3nh thé Viét Nam, ddng thdi thanh 1ap chi nhdnh hodc van phong dai dién tai day theo yéu
cau quy dinh tai Diéu 26.3.a cla Luat An ninh mang. Céc doanh nghiép dé cap dén & day co thé
la nhitng doanh nghiép dang cung cap céc dich vu truc tuyén duoc liét ké trong Diéu 26.3 Luat
An ninh mang. Nhitng yéu cau nay gy ra ganh ning déng ké déi vdi cdc doanh nghiép truc tiép
lién quan va cd thé anh hudng tiéu cuc dén moi tredng dau tu va kinh doanh tai Viét Nam. Dac
biét, cach dién dat ctia mot s6 Biéu/Khoan tai Nghi dinh 53 con chua rd rang khién doanh nghiép
gap kho khan trong viéc xac dinh nhirng hanh déng tuan thd ndo 1a can thiét. Tai thoi diém hién
tai, cac doanh nghiép lién quan chuwa thé danh gia chinh xac chi phi va nd luc can thiét dé hoat
déng kinh doanh tai Viét Nam. Do d9, ching t6i kinh dé nghi Chinh phi cung cap huéng dan chi
tiét, gidi thich Luat An ninh mang va Nghi dinh 53, d&c biét ddi véi céc linh vure sau.
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Pham vi Ap dung clia cac Yéu cau vé Lwu tri¥ DI liéu

Diéu 26.3 cla Luat An ninh mang quy dinh rang chi “cdc doanh nghiép trong nwdc va
ngoai nudc cung cap dich vu trén mang vién thong, mang Internet va cac dich vu gia ting
trén khéng gian mang tai Viét Nam c6 hoat dong thu thap, khai thac, phan tich, x& ly dir
liéu vé thdng tin cd nhan, dit liéu vé& mdi quan hé cda ngudi st dung dich vu, dit liéu do
nguoi st dung dich vu tai Viét Nam tao ra” sé phai luvu trit nhirng dit liéu nay tai Viét Nam
trong thoi gian theo quy dinh cta Chinh pha. Tuy nhién, Diéu 26.2 cda Nghi dinh 53 cé
thé duwoc hiéu 13 tat ca cac doanh nghiép trong nwdc phai lvu trir di? liéu tai Viét Nam,
gay ra s mau thuan véi quy dinh néu trén cla Luat An ninh mang. Do d6, ching téi cho
rang can lam rd d&i twong cla yéu cau nay dé ddm bao tinh théng nhat gitra luat va nghi
dinh.

Chung t6i kién nghi Iam rd pham vi clia Diéu 26.2 cha Nghi dinh 53 theo Diéu 26.3 cla
Luat An ninh mang va Diéu 26.3 ctia Nghi dinh 53 dé tranh gdy mau thuan gilta cac quy
dinh va su phan biét d6i x{r gittra cdc doanh nghiép trong nwdc va nudc ngoai. Cu thé la
chi cdc doanh nghiép trong nuéc, dugc quy dinh tai Diéu 26.3 cla Luat An ninh mang va
khéng hop téc véi co quan cong an lién quan dén cac vi pham Ludt An ninh mang mai
phai tudn theo cac yéu cau vé lwu trit dir liéu. Cach tiép can nhu vay s& thdng nhat vdi
cac yéu cau “doanh nghiép nuéc ngoai” duoc xac dinh va dp dung theo Piéu 26.3 cla
Nghi dinh 53.

Luat Doanh nghiép khéng cé khai niém vé “doanh nghiép trong nuéc” ma chi cé dinh
nghia vé “doanh nghiép Viét Nam” (Piéu 2.12). Theo Nghj dinh 53 “doanh nghiép trong
nwdc” dugc dinh nghia tuong tw nhw “doanh nghiép Viét Nam”. Piéu nay dat ra cu hoi
vé viéc liéu doanh nghiép cé vén dau tu nwdc ngoai hodc chi nhanh cda doanh nghiép
nwdc ngoai dang ky tai Viét Nam cé thé dwoc hiéu la “doanh nghiép trong nudc” hay
khéng. Chuing tdi kinh d& nghi lam ré cac doanh nghiép cé vén dau tu nwdc ngoai hay chi
nhanh cac cong ty nwdc ngoai dang ky tai Viet Nam sé khoéng thudc pham tru khai niém
“doanh nghiép trong nwdc” va vi vay khdng thudc pham vi diéu chinh cla Diéu 26.2 Nghi
dinh 53.

Diéu 26.2 Nghi dinh 53 quy dinh “cac doanh nghiép trong nudc phai lwu trir dir liéu quy
dinh tai khoan 1 Diéu nay tai Viét Nam”. Tuy nhién, diéu nay chua rd liéu cic doanh
nghiép trong nudc s& can lwu trir: (a) ban sao dit liéu trong nwdc; hay (b) dit liéu chiduoc
lwu trir tai Viét Nam. Ching toi khuy&n nghi rang yéu cau luu trir dit liéu can dwoc lam rd
la “m6t ban sao dién t&r cha dit liéu duoc yéu cau can duoc luu trir tai Viét Nam”. Diéu
nay sé cho phép “cac doanh nghiép trong nuéc” ti€p tuc luu trit dir liéu cda ho ca trong
nudc 1an bén ngoai Viét Nam, dé han ché tdi thiéu su gian doan trong hoat dong kinh
doanh hang ngay cta doanh nghiép.

Diéu 26.3 yéu cau cac doanh nghiép nudc ngoai hoat ddng trong mét s6 nganh nhat dinh
phai dat dit liéu tai Viét Nam va thanh |&p van phong dai dién hodc chi nhanh tai Viét
Nam. Chung t6i cho rang can lam rd liéu cac doanh nghiép nudc ngoai da cé cac hinh
thire hién dién khac tai Viét Nam nhw doanh nghiép cé vén dau tw nwdc ngoai hodc doanh
nghiép hop doanh v&i doanh nghiép Viét Nam, cé can phai thanh |ap van phong dai dién
hodc chi nhanh tai Viét Nam theo quy dinh tai Diéu nay hay khong.
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Vi.

Vii.

Nhiéu doanh nghiép nuéc ngoai cung cap dich vu cho khach hang tai Viét Nam dang luu
trir dit liéu cha ho & nwdc ngoai hodc st dung dich vu ddm may dé lwu trir dit liéu. Quyét
dinh lwu trir di¥ liéu hay thanh 1ap chi nhanh cia doanh nghiép tai Viét Nam sé& phu thudc
vao quy mé hoat ddng cla ho tai Viét Nam. V& van dé nay, ching t6i khuyén nghi Chinh
ph( xem xét quy md va mirc dd hoat déng cda doanh nghiép tai Viét Nam khi yéu cau
tudn thd vé luu trir dir liéu va thanh 1ap chi nhanh hodc van phong dai dién.

Diéu 27 clia Nghi dinh 53 yéu cau dit liéu phai dugc luvu trit it nhat 24 thang ké tir ngay
nhan dwoc yéu cau lwu trir. Yéu cau nay co thé khi€n quyén riéng tw, an ninh va quyén
lgi ctia cac chu thé lién quan gap rdi ro. Nguy co xay ra vi pham va x& ly trai phép di liéu
ca nhan |3 rat cao. Do d6, nén c6 mét quy trinh tham van cdc bén lién quan va céc chu
thé dir liéu d& dam bao viéc tudn tha nghi dinh nay sé khéng vi pham quyén riéng tu va
tranh moi vi pham va xt ly trai phép dit liéu ca nhan.

Chung t6i khuyé&n nghi nén giam th&i gian luvu trir dir liéu toi thiu 24 thang nay dé tranh
lam tang nguy co xay ra vi pham va st dung trai phép dit liéu ca nhan.

C6 nhiéu hinh thire lwu trir di liéu, chdng han nhu: lwu trir ddm may khéng dong bd; lvu
trit ddm may doéng bd theo chu ky; lvu trit ddm may + sao lwu (DR) tai Viét Nam; va thanh
l4p trung tAm dit liéu (may chu vat ly tai Viét Nam). Chang t6i mong muén dugc lam rd
cac van deé sau: (i) loai hinh luru trit dit liéu ndo can dwoc dp dung & Viét Nam; (ii) liéu co
thé nhan ban dit liéu tai Viét Nam dé tuan thd yéu cau lvu trit nay hay khong; va (iii) thoi
han lwu trir 4p dung cho cac doanh nghiép trong nudc.

Yéu ciu vé Thoi lvong Lwu triv Dir liéu

Diéu 27 quy dinh rang thoi han lwu trir dit liéu trong nudc cuc bd clha dit liéu s& bat dau
tlr ngay nhan duogc yéu cau ndi dia héa dit liéu. Ching t6i ki€n nghi 1am rd viéc ndi dia
héa dit liéu cé dugce ty ddng dp dung cho cac doanh nghiép trong va ngoai nudc ké tir
ngay Nghi dinh 53 c6 hiéu lyc hay chi dp dung khi doanh nghiép nhan dugc yéu cau lwu
trir dit liéu tlr co quan cé thadm quyén. Trong ca hai trwdng hop, ching tdi cling yéu cau
lam rd liéu diéu khodn nay c6 duoc dp dung cho ca céng ty trong nudc va nude ngoai hay
khong.

Chung t6i cho rang van con nhiéu mau thuan tiém an khac trong cac quy dinh cla phap
luat khién cac doanh nghiép khdng chac chan vé quy trinh tuan thd va do dé can lam rd
thém. Vi du, Nghi dinh 53 yéu ciu thdi han luu tri t6i thiéu déi véi dir liéu ngudi dung 1a
24 thang. Tuy nhién, theo quy dinh cGa Luat An toan théng tin mang, chd s& hitu thong
tin cd nhan c6 quyén yéu cau bén xt ly dit liéu xda dir liéu cd nhan cha minh. Ching téi
khuyé&n nghi c6 huédng dan vé (i) cach giadi quyét xung dot gitra Luat An toan thdng tin
mang va Luat An ninh mang/Nghi dinh 53; va (ii) liéu cé can thém sy chap thudn tir cic
co quan nha nudc cd thadm quyén trwdc khi thue hién yéu cdu hop phdp cla ngudi dung
vé viéc xda dit liéu cha ho hay khéng.
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Quy trinh Yéu cau déi véi Lwu triv div liéu va Thanh lap Dai dién trong nwéc

Diéu 26.3 qui dinh cac truong hop doanh ng hiép nwdc ngoai nhan yéu cau luu trir dir liéu
va/hodc thanh 13p chi nhdnh hodc van phong dai dién tai Viét Nam. Chdng t6i yéu cau lam rd
thém vé cdc tiéu chi dé xac dinh khi nao mét doanh nghiép nwdc ngoai cé thé bj coi la “khéng
tuan thd, tuadn tha khéng day du hodc ngdn chan, can trd, vo hiéu hda hodc Iam mat tac dung
cla céc bién phap bao vé an ninh mang” va quy trinh x{r ly twong &ng.

Can c6 thoi gian chuyén tiép dé cac doanh nghiép 1&én ké hoach va thuc thi cac qui dinh

Chung t6i dé xuat mét giai doan chuyén tiép la 24 thang nhv cac quy dinh twong ty trong khu
viee. Doanh nghiép can cé du thoi gian dé 18n ké hoach va thuc hién cdc quy trinh tuan tha lién
quan dén cac yéu cau cta Nghi dinh nhu: (i) Yéu cau ky thuat: Xay dung lai va/hoac diéu chinh
hé théng k§ thuat ndi bd dé loc va luu trir di liéu dwoc yéu cau; (i) Yéu cau vé hoat dong: Xay
dung tiéu chuln, xac dinh cac bién phap bao mat, ddm bao tinh chinh xdc va toan ven cda di
liéu, déng thoi ddm bao bao vé dit liéu; va (iii) Yéu ciu tai chinh: Dau tu vao co s& ha tang dia
phuong, chi phi van hanh, 1ap cac k& hoach tai chinh khéc.

Két luan

L3 dai dién ti€ng ndi hang dau vé chinh sich kinh té ki thuat s8, ching téi bay to su trdn trong
tdi co hdi dugc hop tac véi Chinh phl. Ching tdi rat mong sé nhan dwoc phan hoi bang vin ban
hodc qua cudc déi thoai chinh thirc gitta co quan cé thd&m quyén cha Chinh phi véi Khu v tu
nhan nham thao luan sidu hon vé cac van dé duoc néu trong thu nay. Chang tdi tin rang mot
cudc doi thoai thang than sé gitp dat dwgc nhitng chinh sach cong t8i wu, déng thoi thé hién
cam két ho trg Viet Nam tao ra mdt khudn khd chinh sach hop Iy gitip thic day an ninh dit liéu,
hd tro ting trudng kinh t€ va day manh tinh d&i méi.

Mét [an nita, ching tdi xin bay td su tran trong véi co héi dwoc cing Ngai thyc hién muc tiéu
cta Chinh phd phat trién mot nén kinh té ky thuat sé séi déng va giau tinh canh tranh & Viét

Nam. Cdm on Ngai d3 xem xét cac yéu cau va dé xuat cla chuing toi.

Tran trong,

ffwg P bne.

‘ John Goyer Adam R. Sitkoff ““Jeff Paine
Gidm d6c Dieu hanh, Dong Nam A Giam ddéc biéu hanh Giam doc diéu hanh
Phong Thuong mai Hoa Ky Hiép hdi Thuong mai My Lién minh Internet Chau A
Péng kinh gtri: Ngai Dai twéng T6 Ldm, BO trudng Bo Cong an

Ngai Nguyén Manh Hung, B6 trudng B6 Thong tin va Truyén thong
Ngai Nguyén Quéc Diing, Pai s Viét Nam tai Hoa Ky
Ngai Marc E. Knapper, Dai st Hoa Ky tai Viét Nam

Paged of 4



	Letter on Decree 53 v16 ENG.pdf
	Letter on Decree 53 v16 VN.pdf

