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On behalf of the Asia Internet Coalition (AIC) and its members, | am writing to express our sincere
gratitude to the Ministry of Internal Affairs and Communications, for providing AIC the
opportunity to submit comments on the ‘Guidelines for personal information protection in the
telecommunications business’ (“Guidelines”). As an introduction, AIC is an industry association
comprised of leading Internet and technology companies in the Asia Pacific region with an
objective to promote the understanding and resolution of Internet and ICT policy issues.

As responsible stakeholders in this policy formulation process, we appreciate the ability to
participate in this public consultation and submit our views (both in English and Japanese). We
would like to respectfully request the Ministry to consider our comments and recommendations.

Should you have any questions or need clarification on any of the recommendations, please do
not hesitate to contact our Secretariat Mr. Sarthak Luthra at Secretariat@aicasia.org or at +65
8739 1490. Furthermore, we would also be happy to offer our inputs and insights on industry
best practices, directly through meetings and discussions and help shape the dialogue for the
advancement of the digital economy in Japan.

Thank you.
Sincerely,

Jeff Paine
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Managing Director
Asia Internet Coalition (AIC)

Submitted by Asia Internet Coalition (AIC)


mailto:sys-2ndtcpd@ml.soumu.go.jp
https://aicasia.org/
https://www.soumu.go.jp/menu_news/s-news/01kiban18_01000106.html?utm_medium=Email&utm_source=SFMC&utm_campaign=&utm_content=
https://www.soumu.go.jp/menu_news/s-news/01kiban18_01000106.html?utm_medium=Email&utm_source=SFMC&utm_campaign=&utm_content=
mailto:Secretariat@aicasia.org

; ASIA
se¢ INTERNET
e COALITION

g (&tf- B | TOT7A42—%Y NEER
B2E)

K% (%) Jeff Paine

JEF S EAREYEKR ; Sarthak Luthra

E|EE : +65 8739 1490

e-mail : Secretariat@aicasia.org

Submitted by Asia Internet Coalition (AIC)


mailto:Secretariat@aicasia.org

; ASIA
se¢ INTERNET
e COALITION

[ERBEFEICEITIEANBERREZCETIHMAF M4 0fEH] OREFICHTIBER

Relevant Section

Comment

R

e

(pp.1-2, (1.1) The
relationship between
the purpose of
protecting the secrecy
of communications
(protection interests)
and the “user’s
consent”)))

(p.2, (1.2)a. User
Consent in Article 179
of the
Telecommunications
Business Act)

Focusing on users’

subjective understanding of
consent notices and their
intent when considering
whether consent is “valid”

gives rise to great

uncertainty. It is impossible
for businesses to ascertain
if all users understand the
consent notices and their
true intent, as individual

users have different

cognitive abilities, different
degrees of familiarity and
varying degrees of attention

to the content of the
notices. As technology
advances and becomes

more sophisticated, it is

increasingly difficult to

explain to users accurately
and concisely the structure

of the services and the

method of utilizing data.
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The standard should focus
instead on whether the
impact on users has been
adequately explained from
the standpoint of the
majority of users.

p.3, (1.3)a. Scope of
Application of the
Enforcement Policy

A reasonable
implementation period
needs to be provided,
considering that an English
translation of the draft
Guidelines for Consent still
needs to be prepared. Itis
technically and practically
impossible for foreign
corporations to respond to
the Guidelines for Consent
in approximately four
months.
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P4

Reference Document
regarding Obtain
Consent

We understand that this
reference document shows
instructions on how to be
compliant with secrecy of
communication, and it does

not mean that a company
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would be incompliant, just
because a company does
not do exactly what is
written in this document.
We would recommend
clarifying this status in this
document.
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P6

Reference Document
regarding Obtain
Consent

We welcome the risk based
approach as this aligns with
international harmonization,
and is also practical.
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P.8-9, (2.1) c. Method
of collecting “valid
consent” by applying
risk assessment

P.10, (2.2) The “risk
assessment” process)

Acquisition, use, etc., of
communications information
may help protect the
legitimate interests of users
at times. It should be
clarified that irrespective of
whether a risk assessment
is carried out, in cases
where the risk to privacy is
low or where legitimate
interests of users are
expected to outweigh the
risk to privacy, flexible
consent procedures which
are appropriate for the
degree of risk may be
adopted, instead of strict
consent procedures.
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The risk assessment and
PIA approaches appear to
be based on strict
international privacy
protection rules, such as the
EU’s GDPR and e-privacy
directive. Neither are
expressly required by the
Act on the Protection of
Personal Information of
Japan. It should be made
clearer in what
circumstances the PIA will
be expected, and this
should only be expected in
narrow circumstances.
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p.13, (3.2)a. What is

‘individual and specific”

The scope of “information
relating to the secrecy of
communications” is unclear.
\Where this could include so-
called “"meta-data” and data
that may not be personally-
identifying, determining
that such data should not
be provided to third parties
is not reasonable. This is
inconsistent with the
concept behind Data Free
Flow with Trust, which was
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proposed by the Abe
administration, and Article
15 of the Agreement
Between Japan and the
United States of America
Concerning Digital Trade.
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p.14, (4.1-1) Collective
consent at user account
creation

pp.15-16, (4.1-2)
Collecting consent by 2

Uniformly requiring
telecommunications carriers
to enable users to
subsequently withdraw
consent is excessive. It
should be clarified that
enabling withdrawal of
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notification “indirectly”
affect services subject to
registration or notification.
[t is not clear what
circumstances would involve
‘indirect” effects, and
decisions on whether to
impose a business
improvement order should
be made solely on the
services subject to the
notification. Those points
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should be much more
elaborated or clarified.
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P.8, 5.Cases in which
there is a “"Hindrance in
ensuring secrecy of
communications”

Tn light of the acquisition
and use of low-risk
communications data, as
well as the burden on the
telecommunications carrier
to conduct and memorialize
risk assessments for every
decision, the phrase in the
execution guideline that risk
assessments are “generally”
required should be deleted
to clarify that they are not
‘generally required.”

The very high bar for a
consent to be “valid” and
the broad range of
circumstances that could
lead to an imposition of a
business improvement
order basically renders
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Guidelines on issuing
orders in case of non-
compliance of Secrecy
of Communication

providing etc.” means. Itis
quite common in business to
use data for service
improvement and restricting
this would have an over-
negative impact to
businesses.
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consent unusable as an
exception to the violation of
secrecy of communications.
MIC should clearly elaborate
its view on this point.
PO (1) (iii) Please clarify what “service | g (1) (iii) T —
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P9 (2)
Guidelines on issuing
orders in case of non-
compliance of Secrecy
of Communication

Please clarify” rational
reason” “constantly”. It is
unclear what is actually
considered as inappropriate.
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P.12, 5(4) Examples
where the structure to
handle complaints
and/or inquiries is
inappropriate

For global services that
users may use free of
charge, there needs to be
careful consideration so that
the establishment of a
structure to handle
complaints and/or inquiries
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[t should be clarified that
mechanisms for receiving
complaints and/or inquiries
regarding the secrecy of
communication may be
found to be inappropriate
‘with consideration to the
nature of the services
provided.”
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