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Asia Internet Coalition (AIC) Industry Comments on Taiwan’s Draft Cyber Security
Management Act Amendment

20 November 2023
To

The Agency of Cyber Security (ACS)
Ministry of Digital Affairs (MODA)
Government of Taiwan

The Asia Internet Coalition (“AIC or We”) expresses our sincere gratitude to the Ministry of
Digital Affairs (“MODA”) for the opportunity to submit comments on the Draft Cyber
Security Management Act Amendment. Our comments and recommendations are provided
both in English and Chinese (see page 3). The AIC is an industry association of leading
Internet and technology companies. AIC seeks to promote the understanding and resolution
of Internet and ICT policy issues in the Asia Pacific region.

First and foremost, we commend the MODA for your efforts on drafting new measures to
strengthen cybersecurity protections for critical infrastructure. While we support these efforts,
we believe that the bill's current lack of a definitive scope on key definitions involving Critical
Infrastructure Providers as overly broad, and without fundamental legal protections on
designations.

The AIC is generally supportive of bolstering cybersecurity across the economy, but is
concerned about regulatory burdens, as well as the lack of due process and transparency within
the designation process. Further, in order for AIC and its member companies to provide
meaningful comments and raise critical concerns, we believe that the Taiwan government will
benefit from further engagement with stakeholders to better communicate the scope of Critical
Infrastructure Provider designation.

We would like to raise potential concerns regarding Taiwan’s Draft Cyber Security
Management Act Amendment, in particular the lack of rigid codification of process and
procedure in critical infrastructure designation. The AIC supports the Taiwan government's
effort to strengthen cybersecurity protections for critical infrastructure, however, our member
companies have also collectively expressed concerns over potential overreach of Critical
Infrastructure Provider designations, which may result in severe negative consequences on the
digital economy.

Digital platforms are important contributors to Taiwan’s local economy and society, with a
shared interest in ensuring a safe and secure experience for its users that stretches across the
globe. Voluntary practices on cyber security is already a well-established norm among the
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most established platform businesses.

1.

Commitment to Cyber Security: AIC’s member companies follow international
security standards that require robust measures to be put in place that ensure the
integrity and availability of our products and services. Members often partner with
local governments in sharing and exchanging cyber security information and best
practices. Digital platform companies also strive to meet expectations through
external assessments to ensure cyber security protocols continue to work properly.

Truly Essential Services:: Ultimately, our firm position is that digital platforms are
not critical to the functioning of the economy and society, to the same degree as
actual operators of critical infrastructures (energy, banking, transport, etc.). Digital
services are delivered through an information structure, but are not in themselves
critical infrastructure. A true Critical Infrastructure Provider provides a service in
which a switch is made impossible. Therefore, popularity (whether measured in user
size or brand recognition) is not a convincing metric in determining critical
infrastructure designation.

Range of Alternatives: When considering whether a service is critical to the
functioning of society or the economy of Taiwan, the key consideration is whether
users can actually substitute the service. The availability and existence of a
temporary or permanent alternative alone satisfies the condition of substitution. For
digital platforms, rarely is the case that there is no via substitution to enable the
functioning of society or the economy. The unavailability of the users’ “favorite”
service does not have the same consequences as an unswitchable service.

Significant Uncertainty: As currently proposed, Taiwan’s Cyber Security
Management Act Amendment is unclear as to the procedures and context for
designations (Article 19). This has the potential to significantly undermine due
process, while potentially posting significant negative consequences to our member
companies. Without further context being shared on the amendments, we urge the
Taiwan government to articulate its intent, purpose and limits of the designation
process in its draft amendments, and to focus on truly essential services that are
unswitchable and without clear alternatives.

Global Competitiveness of Taiwanese Digital Sphere: We strongly believe that
possible overregulation that could stifle digital innovation and growth in the digital
market in Taiwan. Imposing a heavy compliance burden would hinder the global
competitiveness of Taiwanese digital industry in the long run. Instead we would like
to advocate a collaborative approach with the Taiwan government between the
government and digital platforms to address cybersecurity concerns. In order to
achieve this and strengthen global competitiveness of Taiwanese Digital Industry,
We believe in the importance of partnerships with industry associations and digital
companies. We are ready to facilitate the dialogue going forward.
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We are grateful to MODA s efforts for upholding a multi stakeholder approach in developing

this code. We further welcome the opportunity to offer our inputs and insights, directly

through meetings and participating in official consultations.

Should you have any questions or need clarification on any of the recommendations, please do
not hesitate to contact our Secretariat Mr. Sarthak Luthra at Secretariat@aicasia.org or at +65
8739 1490.

Thank you for your time and consideration.

Sincerely,

Jeff Paine

Managing Director

Asia Internet Coalition (AIC)
https://aicasia.org/

Chinese Translation
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Jeff Paine

Managing Director

Asia Internet Coalition (AIC)
https://aicasia.org/
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