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Asia Internet Coalition (AIC) Comments on Draft Report of Telecommunications Business
Governance Study Group, Japan

23 August 2022
Ministry of Internal Affairs and Communications
Telecommunications Bureau
Business Policy Division
1-2 Kasumigaseki 2-chome, Chiyoda-ku, Tokyo, 100-8926, Japan

Subject: Asia Internet Coalition (AIC) Comments on Draft Report of Telecommunications
Business Governance Study Group, Japan

On behalf of the Asia Internet Coalition (AIC) and its members, | am writing to express our
sincere gratitude to the Ministry of Internal Affairs and Communications (MIC) for allowing us
to submit comments on the Draft Report of Telecommunications Business Governance Study

Group (BRBESEEF T > 2B BFEMNAEBMOBIEZEE WV CEAT 3 WG). As
an introduction, AIC is an industry association of leading Internet and technology companies in
the Asia Pacific region with an objective to promote the understanding and resolution of
Internet and ICT policy issues. AIC has previously submitted several policy positions to the key
agencies in Japan including the MIC.

As such, please find appended to this letter detailed comments and recommendations (both

in English and Japanese - H ZA<§&), which we would like the MIC to consider.

We further welcome the opportunity to offer our inputs and insights, directly through meetings
and participating in the official consultations. Should you have any questions or need
clarification on any of the recommendations, please do not hesitate to contact our Secretariat
Mr. Sarthak Luthra at Secretariat@aicasia.org or at +65 8739 1490.

Thank you

T

Sincerely,
Jeff Paine
Managing Director, Asia Internet Coalition (AIC)


https://aicasia.org/
https://www.soumu.go.jp/main_content/000828653.pdf
https://www.soumu.go.jp/main_content/000828653.pdf
https://aicasia.org/?s=japan
mailto:Secretariat@aicasia.org
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*Please note that the final comments are submitted in Japanese and the English is provided for

review purposes only.

Proposal Organization’s name Asia Internet Coalition
Filer
Name of Jeff Paine
Representative
Contact Name : Sarthak Luthra
TEL : +65 8739 1490
e-mail : Secretariat@aicasia.org
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English

Related part Comment

2. Rules on the proper handling of specified
user information

2.1 Telecommunications businesses that
should handle specified user information

properly

(3) Direction of regulatory response

To minimize the potential burden, it should
be permitted to count on an account base.
Further, it should also be permitted to notify
to the effect that the number exceeds the
threshold without counting the actual
number. The regulations should clarify that
users should be calculated for each distinct
social media and messaging service.

2.3 Telecommunications services equivalent
to intermediary of communication.
(3) Direction of regulatory response

The importance of SUl is not related to the
size of business and whether it is for free or
not. Therefore, the thresholds should be
unified to one of the two.

2.7 Information Handling Policy
(3) Direction of regulatory response

It seems that the Government or PSSG is
concerned that Japanese people can be
exposed to foreign espionage activities by a
part of problematic counties. How come such
problematic countries ask private sector
companies to seek information
straightforwardly? This requirement will fail
in causing unnecessary tasks only, and
prevent legitimate cooperation to fight
against social enemies.

Same as above

The requirement like 5 is exceptional from a
global perspective, which leads to causing
unnecessary troubles in
diplomacy/reciprocity and counter-terrorism
operations in the future.

In the first place, the list of such cases is
absolutely inconsistent with the nature of a
policy which delivers a company’s
commitment to privacy protection.

If MIC keeps this requirement, MIC should
align itself with the Ministry of Foreign
Affairs and National Police Agency and
related government ministries and
agencies.
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Related part

Comment

2.8 Evaluation of the status of handling of
specified user information
(2)Examination

Internal assessment should be confidential.
Even producing information to the
Government would cause unexpected
results. The term “business” here should not
be interpreted as including internal and
organizational practices.

2.10 Reporting a Leak of Specified User
Information
(3)Direction of regulatory trend

We understand that the Ministry of
Information and Communications (“MIC”) is
considering a proposal to require companies
to notify MIC when they disclose information
about a Japanese customer or user to
authorities in the following countries: the
UAE, Indonesia, Cambodia, Singapore,
Thailand, China, Tunisia, Vietnam, Hong
Kong, Myanmar, Laos, and Russia (which we
will refer to as the ‘designated countries’).
We understand that the goal of the proposal
is to protect the privacy and safety of
Japanese citizens from statutory regimes
which, in the assessment of the Japanese
Personal Information Protection Committee,
may not provide adequate due process or
human rights safeguards consistent with
international standards.

We are seriously concerned that the current
proposal sweeps too broadly because it
contains no exceptions for circumstances in
which disclosure is limited in scope, required
by law, or necessary to prevent an imminent
threat to safety.

1. Potential conflict of laws: In some
cases, notifying MIC would put
companies and their personnel in the
designated countries at risk of
investigation, prosecution and
penalties, often criminal, because
disclosure to MIC would likely amount
to violations of secrecy laws and
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Related part

Comment

confidentiality obligations in the
designated countries. For example,:
1.

2. Public safety: Companies would be
put in the invidious position of having
to elect whether to:

1.

iln Singapore, the Corruption,
Drug Trafficking and Other
Serious Crimes (Confiscation
of Benefits) Act, Terrorism
(Suppression of Financing) Act,
and Organized Crime Act
prohibit certain disclosures
when the disclosing person
knows or has reasonable
grounds to suspect that an
investigation is being, or is
about to be, conducted (a
further disclosure to the MIC
would likely constitute a
criminal offense);.

In Hong Kong, a disclosure to
the police and authorized
officers exercising powers
under the Law of the People's
Republic of China on
Safeguarding National Security
in the Hong Kong Special
Administrative Region (HKNSL)
is required to be kept
confidential (a further
disclosure to the MIC would
likely constitute a criminal
offense under the HKNSL
Implementing Rules).

disclose data in one of the
designated countries and
grapple with these conflict of
law risks; or

decline to disclose data in the
designated country to avoid
conflict of these laws, at the
risk of preventing authorities

10
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from taking steps to save lives,
and in particular the lives of
Japanese personnel who are
abroad.
2. Identifying Japanese customers or

4.

users: Companies rarely know the
jurisdiction of their customers or
users with certainty. This will make it
difficult for them to identify which
disclosures to foreign governments
relate to Japanese customers or users
and should be reported to MIC. This
could result in over disclosure to MIC,
impacting the privacy of non-
Japanese customers or users. For the
same reason, there is also a risk of
under disclosure to MIC, which could
expose companies to administrative
penalties.

International law: The proposal is also
out of step with international law (we
are not aware of a similar law in any
other jurisdiction) and presents a
significant incursion on state
sovereignty— an incursion that Japan
itself would not accept if roles were
reversed. Indeed, Japanese
authorities often demand that
companies refrain from disclosing the
existence of legal requests (Art. 197,
para. 5 of the Code for the Criminal
Procedure). Even the European
Union’s Standard Contractual Clauses
require companies only to make “best
efforts” to notify the data subject
when permitted by law; they do not
require companies to notify the EU or
any of its member states.

Privacy: In other cases, disclosure to
MIC would invade the privacy of the
companies’ customers/users by
requiring their data to be disclosed

11
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twice to authorities in two different
countries.

For these reasons, we recommend MIC does
not pursue this proposal. If MIC intends to
pursue this proposal despite the foregoing,
we strongly encourage MIC notification to
MIC is not required if:

a. the citizenship/residency of the
customer or user is not known;

b. the customer/user has been given
prior notice that disclosure may
occur;

c. disclosure is responsive to valid legal
process;

d. disclosure is made pursuant to a good
faith belief that a danger of death or
serious bodily harm requires
disclosure without delay; or

e. notification to MIC would create a
serious risk of liability for the
disclosing entity.

Same as above

MIC does not show the reason why the same
legal logic in SoC also applies in terms of SUI.
In other words, MIC shows no reason why it
constitutes 'leakage,' even when we
cooperate with a foreign government by
providing SUIl based on users' consent to
PP/DP.

Same as above

We do not believe that disclosure of
information equivalent to a warrant or
investigation-related inquiry form under
Japanese law to be applicable. In the first
place, Japan and other countries do not have
the same legal text at all.

It is also problematic in relation to the
sovereignty of foreign countries to regard

12
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matters related to such necessary
investigations as "leakage."

Considering the relationship with foreign
sovereign countries, it is unthinkable that
illegality cannot be denied in the case of a
proper investigation based on a warrant
issued by a foreign government.

Same as above

Regarding the part about personal
information protection law in footnote 47, if
individual consent has been obtained to
provide information to a third party in a
foreign country (including the possibility that
this third party is a government agency), we
would like you to clarify whether valid
consent has been obtained under the
Telecommunications Business Act and that it
would not be considered illegal. If it would be
considered illegal, we would like you to
clarify the reason for this.

13
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